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I. ITocTanoBka Mpood.1eMbI
VYder nHPOPMALMOHHBIX PUCKOB SIBISETCSI OCHOBOMONATAIONINM 3TAIlOM MPH MOCTPOCHUH CHCTEMBI
3alUTHl JTIOO00W OpraHHW3alyd, YTO JellaeT TeMy JAaHHOW CTaThbH akTyaJlbHOW ceromHs u B Oymymem. K
npuMepy, B pe3yiabTare HeaopaOoTKh (YHKIMOHMPOBAHUS CHCTEMBI O€30MacHOCTH OaHKa, pHUCK
BO3MOXHOTO BO3HUKHOBEHHS (DMHAHCOBBIX OTEPh YBEIMYMBACTCS BO MHOTO pas.

II. Hean paéoTnl
UToOBl pacKphITh TEMY JAaHHOW CTaTbd HEOOXOAWMO PEIIWTh 33/1a4l CBSI3aHHBIE C OIpEleICHHEM
CYILIECTBYIOIIUX PHUCKOB, MPOBEJICHUEM CPABHUTEIBHOIO aHalM3a KAaYeCTBEHHBIX U KOJUYECTBEHHBIX
METOJIOB YIpaBJieHIs HH)OPMAIMOHHBIME PHCKaMH, OTIPEIETICHHEM UX ITPEUMYIIECTB M HEJOCTATKOB.

II1. OcodennocTu oueHKH MHGPOPMALMOHHOI0 PUCKA

[lox puickoM peaau3alMy yrpo3bl HHPOPMAIMOHHONW O€30MacHOCTH MPEANPHATHS MTOHHUMACTCS
BEPOSITHOCTh CBEpUICHUS COOBITHS, BEAYIIEro K HapyIICHHIO peXUMa ero (yHKIUOHUPOBAHHS U
SKOHOMHYECKOMY yuiepOy. C OLEHKOH CTEeNEeHH PUCKa CBS3BIBACTCS IOJNYyYCHHUE BEPOSTHOCTHON OLIEHKH
HKOHOMHMYECKOr0 YyIepOa, KOTOpbIH MOKET MOHECTH 3allMINacMoe MpeINpHUsITHE B CIydae pealu3aluu
UH()OPMALMOHHOM yrpo3bl €ro 6€30MacHOCTH.

st onpenenenus cnocoba OLEHKH PUCKOB CIIEAYET BBIIBUTH, KAKUE PUCKU CYLIECTBYIOT HA JAaHHBII
MOMEHT BPEMEHHU. DTO IIOMOXKET B AajbHEHIIEM H30eXaTh HEOIArONPHUSTHBIX ACHCTBUI 3110YMBIIIICHHUKOB
Y COKPaTUTh BEPOSATHOCTH 3TOT'O COOBITHSI.

B 3aBucuMocTu oT chepbl BOSHUKHOBEHHS MCTOYHHUKOB Yrpo3 B OaHKE CYHIECTBYIOT CIEAYIOIINE
TUOBl PHUCKOB: BHYTPCHHHE, BHEIIHHME M KOMOMHUpOBaHHble. K BHYTpEeHHHMM pHUCKaM OTHOCST
TEeXHOJIOTHYECKUI PUCK, a TaKXKC PUCK, CBSI3aHHBIM C HCIIOJIE30BAaHHEM I/IH(i)OpMaIH/IOHHI)IX TCXHOHOFHﬁ,
HCXKECIATCIIBHBIM COCTOAHUEM AaBTOMATU3UPOBAHHLBIX CUCTEM 6aHKa; pUCK 1mepcoHala, CBS3aHHBIM C
HEJOCTAaTOYHOW KBanmuukanued. BHeEmHWI pHCK CBsi3aH € MPOTHBOIPABHBEIMHU JEHCTBUSIMA W3BHE
(HeCaHKIIMOHMPOBAaHHOE IPOHUKHOBEHHME B JJIEKTPOHHbIE cCHCTeMbl OaHka). I3-3a HeECOOTBETCTBUS
3aKOHO/IATENbHBIM aKTaM BHYTPEHHMX HOPMATHBHBIX JOKYMEHTOB 0OaHKa BO3HHMKAeT MPAaBOBOM PUCK WK
KOMOMHHMPOBAHHBIN prcK [1].

KauecTBeHHBIC MCTOAbI — KonnuectBeHHbIE MCTOAbI

Pucynox 1 — Ananus nH)OpPMaIMOHHBIX PUCKOB

CyliecTByeT JBa OCHOBHBIX CrOco0a OIEHKH HWH()DOPMAIMOHHBIX PHUCKOB: Ka4eCTBCHHBIC U
KOJINYECTBEHHEIE.

PaccMoTpuM KOIMYECTBEHHBI METO/T, KOTOPBIH MMO3BOJIUT HAM TIOCYUTATh Mepy prucka. C MOMOIIIBI0
3TOr0 METOJIa MOXHO C 3aJ[aHHOM TOYHOCTBIO CKa3aTh O HEOOXOAUMBIX CPEJCTBAX U MEpax 3allUThl, a TAKIKE
0 CTEIICHU PKOHOMUH JCHEKHBIX CPEACTB MPHU WX BHeApeHUH. KOJIMUECTBEHHBIN YUYeT Yyrpo3, UCXOISIINUX U3
Pa3INYHBIX UCTOUYHUKOB, IPOU3BOIST MPUMEHHUTEILHO K MOTEHI[MATHHBIM KaHATaM HECAHKIIHOHUPOBAHHOTO
pacnpocTpaHeHus KOH(MUICHIIMAIBHOH HWH(POpPMAIMK, KaXIbId M3 KOTOPBIX IOHMMAETCS KaK BapUaHT
HECAHKI[MOHUPOBAHHOTO Joctyna K Hed. [loatomy 1enecooOpa3HOCTh  OpraHM3alMd  3allyuThl
KOH(UICHIIMATBHOH  WHpoOpMAMKu  OyAeT OmNpeAeNsaTcs pa3MepaMd  TOTEHIMAIBLHOTO  yHIiepoa,
MPUYUHAEMOMY  TIPEANIPHUITHIO YTEUKOH KOH(UACHIINATBHON uH(pOpMAaIH 1o KaHaJIaM
HECaHKIMOHUPOBAHHOTO J0cTyIa. dopMyiia pacyeToB NpUBEIACHA HUXKE:

| =k*L @
rae K — KodhdHuIMEHT, YUYNTHIBAIONIMA TOMYyCTUMYIO BEIMYMHY 3aTparT Ha OPTraHW3aIMi0 3allUThI
KOH(UICHIIMATPHOH HHQOPMAIMA B JOJSAX OT BEIUYMHBI IMMOTEHIMAIBHOTO yliepba WK YIyIeHHON
BeITo/16I (0T 0,05 1m0 0,2). | - 370 3aTpaThl HA OpraHU3AIMIO 3AIMUTH KOHPUACHIIUATEHOW HHH)OPMAITIH.
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[MorennmanpHOTO yIepO, YIyIIEHHAs BBIT0Ja PENNPUSATHS OT UCTIONB30BaHMS KOHPUICHIIHATEHON
nHpopmarueit L. Ho ecniu HEBO3MOXHO oIpenenuTh napaMerp L, ero 3aMeHSIOT Ha MPOIMOPIUOHATBHYIO
BEITMYMHY TTPUOBLITH.

[enp aHanm3a prucka COCTOHMT B BHIOOpPE TaKOW MOJMTHKH MPEANPHSITHS, KOTOPas MO3BOIUT eMYy
MTOCTPOUTH M PEATN30BaTh ONTUMAILHBIA BAPHAHT COOCTBEHHOM CITy»KOBI 6€30MacHOCTH[2].

KauecTBeHHas OIIEHKA PUCKOB - MPOIECC MPECTABICHHS KaUeCTBEHHOTO aHAIN3a MACHTU(UKAIIUU
PHCKOB W OIpEJENICHHUS] PUCKOB, TPEOYIOIUX OBICTPOrO pearnpoBaHus. ToO €CTh 3TO OIEHKa yCIOBUI
BO3HHKHOBEHHUS PHUCKOB, TaKMX KaK yIpo3bl (CYOBEKT aTakW Ha CHUCTEMY), YI3BUMOCTH (0OCTOSATEIHCTBA,
KOTOPBIC OCJIA0JISAIOT CUCTEMY IEpe/l aTaKaMu) M 3alllUTHBIE MEPONPUSATHS (CUCTEMBI, Jitoau). Yare Bcero
WCIIONIb3YEeTCS  OCHOBaHHBIE HA CYOBCKTHUBHOW OIICHKE OXKHAAEMBIX IapaMEeTpPOB JACATEIBHOCTH. Ero
OCHOBHAsl 33]]auya COCTOUT B ONpEJCICHUH (aKTOPOB PHCKA, BBISIBICHUH HANPABICHUI JEATEIIBHOCTH U
ATaroB, HA KOTOPBIX MOXET BO3HUKHYTh PHCK. A Tak K€, Ka4eCTBEHHBI aHAJU3 MPEAINOIaracT ONUCaHUS
BO3MOJXKHOTO yIIep0a, €ro CTOMMOCTHOM OIICHKU M MEp IO CHUKCHHIO WJIH MPEIOTBPAIICHUIO PUCKa

Ho kayecTBeHHBI METO/I pacdeTa PHUCKOB SBIIETCS 0oJiee CyOBEeKTHBHBIM, TO €CTh
OH TO3BOJISIET PACCMOTPETh BCE BO3MOXHBIC PUCKOBBIE CUTYAIIMU U OMUCATh BCE MHOTOOOpa3ue PUCKOB, HO
MOJTyJyaeMbIe TPU ITOM PE3yJbTaThl OICHKH YacTO OO0JIAJaf0T HE OYCHb BBICOKOW OOBEKTHBHOCTBHIO W
TOYHOCTBIO.

KauectBeHnblit  moaxon, HE TIO3BOJNIIONIMK  ONPENEeNUTh YHUCICHHYIO BEIUYMHY pPHCKa
WHBECTUIIMOHHOTO MPOEKTA, SIBJISCTCS OCHOBOM JJIsl TIPOBEICHUS JATbHEHITUX UCCIICIOBAHUN C MIOMOIIBIO
KOJIMYCCTBCHHBIX METOI0B, IIMPOKO HCHOJB3YIOHIUX MaTeMaTHYeCKUI amnmnapar TCOpHHU BepOHTHOCTCﬁ,
MaTeMaTHYECKON CTATUCTHKH, TCOPUU HCCIICAOBAHUS OTICPAITHIA.

®dopmyna, KOTOpas UCHOJIB3YETCS MPU PacueTe PUCKOB, NPEJCTABIICHA B BUJC MPOU3BEACHUSA TPEX
napaMeTpoB: CTOUMOCTh Pecypca, Mepa yCTOMYMBOCTH pecypca K yrpose, OlieHKa BEPOSITHOCTH pPeatn3alum

yIpo3:
ALE = AV *EF * ARO (2)

Benmuuna AV- cTOMMOCTB pecypca, XapaKTepu3ymollas ero CTOMMOCTb, YacTO PaHKUPYETCsl B
nuanasone ot 1 g0 3, rae 1 — 370 MUHUMAaNIbHASI CTOMMOCTD pecypca, 2 — CpedHsisi CTOUMOCTh pecypcea, 3 —
MaKCUMaJlbHasi CTOUMOCTh pecypca. Ilo oTHomeHuio k OaHKy, €ro aBTOMAaTH3MPOBAaHHAS CHCTEMa, K
npumepy, umeer AV=3, a oTneiapHBIN HH(POPMAIMOHHBIN KHOCK, TpeAHa3HAUYEHHBINA Il OOCITYKUBaHUS
kiauenra — AV=1.

[Mapamerp EF — mepa ycroifumBocTH pecypca K yrpo3. Ha cKkoibko BeposiTHa peanu3amus
OIIPEIENICHHON YIrpo3bl 3a ONpEeNesICHHBI MEepHOA BPEeMEHHM IOKasbiBaeT oueHka yrpo3sl ARO. Dtu nBa
rapaMeTpa TaK K€ KakK U MepBBId pamKupyoTcs oT 1 10 3, 0T HU3KOM JT0 BBICOKOW cooTBeTCTBeHHO[3]. Jmst
pacueTa UTOrOBBIX 0XKHJIAEMBIX TIOTeph OT yrpo3sl ALE ucmonszyem dpopmymy (2).

BriBoa

CpaBHEHHE TOAXO/IOB, WX IUIIOCOB M MHUHYCOB MHOTOKPAaTHO MPHBOIMIOCH, HO IPH 3TOM, Kak
MPaBUJIO, YIYCKAJCA TOT (hpaKT, YTO MPH CPABHEHHM IOIXOJOB HATJIAIHOCTh, MPOCTOTA HCIOJIb30BAHUS,
yI00OCTBO - 3TO BaXHbIC, HO BTOPOCTCIICHHBIC KPUTEPHUU. YUWTHIBas, YTO HA3HAYCHHEM aHAJIM3a PHUCKOB
SIBIIsieTCST 0OOCHOBAHWE BBLICICHUS (DPMHAHCOBBIX CPEJICTB HAa MEphl MO 00pabOTKEe PHCKOB, OCHOBHBIM
KpUTEpHEM JIOJDKHA OBbITh CTENCHB TIOJIC3HOCTH PE3yIbTATOB 11 00OCHOBAHHS TAKUX BIIOYKCHHH.

Takum 00pa3oM, C OJHOW CTOPOHBI, KAaYeCTBCHHBIC METOABI MPOCTHI JUISI TIOHUMAHUS U
WCTIOJIb30BaHMs, C JPYroi - Ka4eCTBEHHBIC METOJbI HE MO3BOJISIOT JIaTh KOHKPETHYIO OICHKY, HACKOJIbKO
BBIFOJTHO TIPUMEHEHUE KOMILICKCa KOHTPMEP M BBITOJHO JH BOoOOMIe. JIelcTBUTENBHO, pa3HUIa B yinepoe,
HaIpuMep, MEXIy BBICOKMM M CPEJAHMM YPOBHEM PHCKa HE oueBHAHA. ECIU CyIecTBYyeT psji BHEIIHUX
YIPO3 C BHICOKMM YPOBHEM BO3MOXKHOTO yiepOa, TO KaueCTBCHHBIN aHaIu3 He JJaeT 00OCHOBAaHHOTO OTBETA
Ha Bompoc. HecMOTpsi Ha pacnpoCTPaHEHHOCTh KAYECTBEHHBIX METOJIOB M TOCTPOCHHBIX HA HHUX CHUCTEM,
taknx kak OCTAVE, RiskPAC , RA2, PRo Audit Advisor u UM NoJ00HBIX, OHH (PAKTUYECKH HE JAIOT
OTBETa Ha BOIPOC KaK U HACKOJIBKO MOXKHO CHU3MTh 3aTPAThI.
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