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.
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TinySec  TOSSIM,  Mica2 .
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SecureTOSBase   TinySec-Aware   TOSBase  ,  
. ,  TestTinySec 

SecureTOSBase:
1  2
$ CD nest/tinyos-1.x/apps/TestTinySec
$  mica2 
$ # 
$ CD nest/tinyos-1.x/apps/SecureTOSBase
$  mica2 
TinySec ,  SecureTOSBase 

.  ,  .  
, ,  " " .

.  TinySec .
,   Makefile   Makerules   tinyos-

1.x/apps,  TINYSEC =  Makefile ,  TinySec.
:  ,   mica2  TINYSEC  =

True.
, TinySec , .

TinySec 
TinySecMode .  TinySecC . 
TinySecMode -  :

 result_t setTransmitMode (uint8_t );
 result_t setReceiveMode (uint8_t );

setTransmitMode :
TINYSEC_AUTH_ONLY
TINYSEC_ENCRYPT_AND_AUTH
TINYSEC_DISABLED

, setReceiveMode :
TINYSEC_RECEIVE_AUTHENTICATED
TINYSEC_RECEIVE_CRC
TINYSEC_RECEIVE_ANY

 TINYSEC AUTH  TINYSEC 
.

TINYSEC  AUTH , 
 TINYSEC  TinyOS  ( , 

).
 TINYSEC  RECEIVE,

 TINYSEC AUTH 
TINYSEC  AUTH .  TINYSEC .

 TINYSEC, 
 TINYSEC , -

.
 SecureTOSBase. 

 TinySec. SecureTOSBase , 
MAC, ,  TinySec. 

 SecureTOSBase, 
.

.  TinySec . 
, .

. 
,  

. 
 TinySec .  tinyos 
:

# TinySec Keyfile. , .
# .

 6D524D67F24F178B0A69933FDD6C6F7B.
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, , . 
.  mica2, 
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. , :
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:
 mica2 KEYFILE = -Keyfile

•  "  6D524 ..." 
 (. ). ,  "

"  " ". , , 
, , 

:
 mica2 KeyName = 

.  TinySecControl  TinySecC, 
 TinySec  (IV).  TinySecControl

:
 result_t updateMACKey (uint8_t * );
 result_t getMACKey (uint8_t  *);
 result_t updateEncryptionKey (uint8_t encryptionKey *);
 result_t getEncryptionKey (uint8_t  *);
 result_t resetIV ();
 result_t getIV (uint8_t  *)
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:

 ACL (Access Control List);
firewall;

 IDS (Intrusion Detection Systems) –  NIDS, HIDS, NNIDS;
 IPS  (Intrusion  Prevention  Systems)  –   In-Line  IDS,  

IDS  firewall).


