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3JIOYMHHI TEXHOJIOI'T 3BATAYEHHSA 3 BUKOPUCTAHHSAM
KPUIITOBAJIIOT TA OCOBJUBOCTI iX PO3CJAIIYBAHHSA

YV cmammi euznaueno nepesacu ma HeOONKU BUKOPUCMAHHA ma 00icy
KpUNMOBANIOMU HA OCHOBI Y020 OOIPYHMOBAHO NOJIONCEHHA NPO 3MEHUEHHS
KOPYRYIUHUX PUBUKIE 3a 00NOMO2010 Oeyenmpanizayii yugpoesoi eantomu. Buznaueno
NPAKMUYHI Ni0Xo00u 00 QiHaAHCOBUX PO3CNIOYB8AHb HE3AKOHHO 00ePIUCAHUX KOUMIE ma
00TPYHMOBAHO iX OCHOBHI CKAAOOEI.

KuwuoBi caoBa: kpunmoeanioma, 3104UHHI MEXHONO02I, eKOHOMIYHA

3I0YUHHICINb, eKOHOMIUHA Oe3neKa, PiHancosi po3ciioy8ants, pO3ULYK aKmueis.

Kapanemasan O.

Ilpecmynnvle  mexHnonozuu obozawenusn C  UCHOIb306aAHUEM
KpUunmoeaiiom u 0COO0eHHOCHU UX pacciedo8anus

B cmamuve onpeodenenvt npeumywecmea u He0OCMamKu UCHOIb30BAHUS U
obpawjeHuss Kpunmosauoma Ha OCHOBe ue20 O000CHOBAHO NOJ0JCeHUe 00
VMEHbULeHUU KOPPYRYUOHHBIX PUCKOB C NOMOWbIO OeyeHmpaiuzayuu yugpoesoi
samomul. Onpedenenvl npakmuyeckue nooxoovl K (UHAHCOBLIM PAccie008aHUl

HE3AKOHHO NOJIYYEHHbLX cpedcme U 0O0CHOBAHO UX OCHOBHbBLE cocmaenAanowue.



KarwueBble CJ10Ba: Kpunmosamuaioma, npecmynHsle mexHoJjiocuu,
IKOHOMUYeCcKasa npecmynHocmbs, I9KOHOMUUYECKAA 6630naCHOCWZb, QbuHaH006bl€

pacczzedoeauwz, PO3bICK AKMUBOS.

Karapetian O.

Criminal warranties with circular use and peculiarities of their
investigation

The article outlines the advantages and disadvantages of the use and
circulation of cryptographic commodities on the basis of which the provision on
reduction of corruption risks by means of decentralization of the digital currency is
substantiated. Practical approaches to financial investigations of illegally received
funds are determined and their main components are substantiated.

Key words: cybercriminals, criminal technologies, economic crime,

economic security, financial investigations, asset searches.

ITocTanoBka mpodGjaeMu. YTIPOJIOBXK OCTAHHIX POKIB cUCTeMy (iHAHCOBUX
IJIaTS)KIB OXONWJIa XBWJIS TEXHOJOTIYHHMX I1HHOBAIIM, IOB’s3aHa 3 PO3BUTKOM
HOBITHIX METOAIB IUGPOBUX IJIATEXKIB. 3aCTOCYBaHHS BIPTYaJbHUX IHCTPYMEHTIB
30UTBIIYIOTh PHU3HMKK TIOB’SI3aHI 3 MOMJIMBOCTSMH BIAMHBAaHHS TpoIIeH Ta
¢dbiHaHCYBaHHS TEPOPHU3MY, OCKUIBKH MOOY0BaHI HA MEPEIOBUX TEXHOJOTISIX CXEMH
MOXXYTh OyTH BUKOPHUCTaHI B 3TOYMHHUX 111X, CydacHi TEXHOJIOT1T PO3BUBAIOTHCS B
TeOMETPUYHIN Tporpecii, B TOH dYac AK 3aKOHOAaBYe 3a0e3neueHHs MOoTpelye
OTICPATHBHOCTI Ta MHUTTEBOI ajmanToBaHOCTi. YacoBi jarm Ta pi3HULS B TeMIax
PO3BHTKY IOPO/IKYE BIAMOBIIHI MPOTATUHM, SKI BHKOPHCTOBYIOTH 3JTOYMHIII JIJIs
0COOHUCTOTO 30aradeHHs.

diHaHCOBI TpaHCAaKIIii, B IKUX paHimie 000B’I3KOBO OyJM MPUCYTHI rpoiri abo
JIEpUBATUBH, 3apa3 MOXKYTh 31MCHIOBATHCS HAa OCHOBI HOBHUX TEXHOJOT1HA. BoHu
MO3HAYaThCcsl Ha €(EKTUBHOCTI METOMAIB PO3CiiAyBaHHs (HIHAHCOBUX 3JI0UYHMHIB,
ONMUpAIIMCSA HA EMHIpU4Hi JoCiTipKeHHs (KOJMW s MPOBEIEHHS TpaHcakiii Oyia

noTpiOHa roTiBka a00 YeKH Ta OAHKIBChKI PAXyHKH), & TAKOX IMOKJIAIAJIUCS Ha TE, 0



¢iHaHCOBI yCcTaHOBU OYIyTh AOTPUMYBATUCS CBOIX 000B’s3kiB (KNOw your customer,
KYC). Po3po6iieHi ynpoaoBXK OCTaHHIX POKIB HOBI METOAM IUIATEXKIB MOXKYTh
3pyiHYBaTH MI€BICTh MONEPEIHIX METOAIB Ta IOCTABUTH HOBI BUKIUKHU MEpen
opraHizaiieo ¢iHaHCOBUX PO3CIIIYBaHb 3 TOUKH 30PY CMOCOO0IB iX MPOBEICHHS.

AHaJi3 OCTaHHIX AoCaiKeHb i myOsaikamii. /{ocmikeHHSIM pPO3BUTKY Ta
(YHKIIOHYBaHHS KPUOTOBAJIIOTH B CHUCTEMI 3HAHb MPUCBAYEHI Mpall TaKUX
nocmiaHuTKiB sK: A. I'epsaiic, JI. I'pybep, O. Kapame, H. Koyptoic, I'. Makcaen.
OcoOnuBOCTI  3acTOCyBaHHS  LM(PPOBOI  BallOTH  BiAOOpakeHi y  mpausgx
O. I'anuupkoro, A. Ksitku, 1. JIydenus, O. Moposa.,

®opmy/oBaHHs wineii crarri. Ha ocHOBI aHanmizy MiKHaApOAHOTO JOCBIIY
MEXaHi3My OOpOTHOM 3 €KOHOMIYHOKO 3JIOYMHHICTIO 3apyOLKHHUX KpaiH TOCIIIUTH
0COOJIMBOCTI HAIIOHANBHOI Ta MDKHAPOJHOI MPAKTUKH PO3BHUTKY (DEeHOMEHY
KPUIITOBAJIIOTUSL Ta  OCOOJMBOCTEH  3iMCHEHHS (IHAHCOBUX  PO3CIIAyBaHb
€KOHOMIYHHX 3JI0YMHIB MTOB’I3aHUX 13 BUKOPUCTAHHIM KPUIITOBAIIOTH.

Bukisiag ocHoBHOTO MaTepiany aociimxenns. Tpancdopmailist BUIIB rpoiei
0OyMOBJIEHAa BIUIMBOM 3aKOHOMIPHOTO PO3BUTKY cycmiibcTBa. HOBHIT Buj Tpoiei
BU3HAYAETHCSA EKOHOMIYHOIO HEOOXITHICTIO, KOJIM TIONEPEaHI BHJIM TPOIICH
MOYMHAIOTh TajJbMYBAaTH MPOIEC BUPOOHHMITBA 1 OOMIHY, TpPH YMOBaX SKIIO
chopmyBamucs TMEPeayMOBH JUIS iX MOSBH B IPOIECI MOCTIMHHOTO MOMIYKY O1IBII
€KOHOMIUYHHMX TPOIIOBHX CHCTEM, IMPU SKUX BiIOYBAETHCA EKOHOMIS CYCITUIBHOT
mparli, 3HIKEHHSI BUTPAT TPOIIOBOTO OOOPOTY, MiJBUINEHHS HIBUIKOCTI 00OpOTY,
30UTBIICHHS HAIIHHOCTI 1 3pYYHOCTI PyXy I'POIIEH.

3a00poHM Ha  PO3paxXyHKH TOTIBKOK TIOHQJ  YCTAHOBJIECHHM  JIIMIT
3aCTOCOBYIOTBCS 3 METOKO ONTUMI3aIli TUIATDKHOTO O0OpOTY, JJTO3BOJISIOUH
CKOPOTUTH BUKOPUCTAHHS TOTIBKM TPHU 3IMCHEHHI BEIMKUX TMOKYIMOK. JlocuTh
KOPCTKI OOMEXEHHSI TOTIBKOBOTO TpOIIoBoro obopory icHyroTh B CIIIA — Stuc.
noi., B Itami — 1 Ttuc. eBpo, y ®@panii 3 1 Bepecust 2015 p. nie oomexxenns B 1 Tuc.
eBpo [1]. Bsemeni oOMmexeHHs Oynu 3IiCHEHHI B pamMkax OopoThOM 3

¢diHaHCYBaHHSM Tepopusmy (Tadm.l.).



Tabnuys 1.
OO0MeskeHHs 1010 3AiiICHEHHS IOTiBKOBHUX IVIATEKIB y KpaiHAaX CBiTY BU3HAYCHI

y 3aKoHomaBcTBi [1]

Kpaina Cyma o0MeKeHb Ha IIaTesKi TOTIBKOIO
Icnanis 3 000 eBpo
I'pewis 500 eBpo

ITAP 425 noxn. CIIA

Tamis 450 noi. CILIA

ITiBnenna Kopes 4 000 mosn. CIITA

Kuran 7 400 mon. CIIIA

Benukobpuranis 9 000 ¢ynTiB cTepminriB

B nanomy koHTekcTi B rioOanbHii  (iHAHCOBIM CHUCTEMi aKTHUBHO
00roBOPIOETHCA MPoOIEeMa BUKOPUCTAHHS IM(PPOBUX TpoIei a00 KPUITOBAIIOTH.

biTkoiH cTaB mepiiMM MpaKTHYHUM [0Ka3oMm ycmimHoi podotu Blockchain-
cuctemu. OqHak cama texHosorisi Blockchain wabararto mmwmpiia, Hi>k KpUITOBATIOTA;
BOHA JI03BOJISI€E CTBOPIOBATH MPAKTUYHO OYIb-AKi PO3MOALICHI CHCTEMHU OOJIIKY.
Hamnpukman, 1ie MoxXyTh OyTH 3€MEIIbHI PEECTPH, HOTapiaabHI MOCIYTH, MTOCBITUCHHS
oco0u, cucTeMu O0JIIKY aKIlii Ta 1HIIUX MPaB BIACHOCTI.

Cucrema 3ampoBa/KCHHS HOBUX MOXIJIHMBOCTEH MPU3BOJIUTH JO HOBUX
pu3nKiB. KpuntoBamoTa CTaBUTh Mepe]] ACPKABHUMU CTPYKTypaMu HOBI BUKIIUKH B
00poTHO1 31 3JOYMHHICTIO, TEPOPU3MOM Ta JICTaTi3aIli€l0 JOXOMIB OTPUMaHUX
3MIOYMHHUM TUIAXoM. [Ipm  1bOMy, YCHINIHOTO TPHUKIAAY 3alpOBaKCHHS
pEeryJIIOBaHHS KPHOTOBAIIOTH Yy CBITI goci Hemae. IlepeBarm Ta Hemomiku ii
BUKOPHUCTAHHS BimoOpakeHi y Tabi.2.

Benukum BUKIHMKOM ISt CiTy)0u (DiHAHCOBOTO MOHITOPUHTY € TaK 3BaHi
aHoHIMHI  kpunto BamoTh. Cepen  HaWOUbIl — (QYHKIIOHAJNBHIMIUX  Ta
PO3MOBCIOKCHUX KPHITOBAIIOT MOKHA BuaiauTd Monero, Dash ta ocobause

MICIIE cepe/l aHOHIMHHUX BaJIIOT 3aiimae Zcash.




Tabnuys 2.

OujiHka CyTHOCTI, IepeBard Ta HeJA0JiKH BUKopucTanHs Bitkoin*

CyTHicHA BU3HAYEeHICTH
B PI3HHUX JKepeJax
pudopmanii

IlepeBaru

Henoaikn

KpunroBamora — MUTTEBA 1
HaJiiiHa cUcTeMa IIaTexXIB 1
IPOILIOBHX MEpeKasis,
3aCHOBaHA Ha HOBITHIX

AOCOoJII0THA aHOHIMHICTB;
BIZICYTHICTh ONOJAaTKyBaHHS
1 KOMICIHi;

AO0COJIIOTHA aHOHIMHICTB;
BUCOKI PHU3HKHU TUISL
IHBECTYBaHHS Yy  JaHUH

® MWTTEBI IEPEBOMY; 00’eKT dYepe3 MEepMaHEHTHI
TGXHOHOFHX i ® HEMOXJIMBICTh MIAPOOKH; irykrarnii kypey;
HETIIKOHTPOIIbHA YPSTIOBUM | o  \riscHapoHHii CTATYC; HU3BKUH  piBEHb OE3MEeKU
incrutymism (Bitcoin e 3pocraoumii monuT Ha | OTCPALi;
Security); KPUIITOBAIIOTH; BIICYTHICTh rapaHTiif;
KPUIITOBAJIFOTA — liI/III e HECXHIBHICTH JO pH3HKY MpaBOBa HEBPETYIHLOBAHICTb;
LH(QPOBHX TPOIICH, B IKOMY iHsii; MOKJIMBOCT1 JJISl YXWUJIEHHS

BHKOPHUCTOBYIOTHCS
PO3MOJIUIEH] Mepexi 1

JENeHTpaTi3allis BaJloTH Ta

BiJl OTIO/IATKYBaHHS;

- ) BIJICYTHICTh T'OJIOBHOTO pO3rOpTaHHs
ny6n1qu”g100TynH1 KypHaIt PETyIATOpa J1a€ MOXKIIHBICTD |  CHEKY/ISTHBHUX Ta
peecTpailll yrol, a OCHOBHI BCTAHOBJICHHS Kypcy HIaxpaichbKuX oTiepartii
inei kpunrorpadii noesmani B BIIOBiZHO 10 yMOB 1| 4epe3 CTBOpeHHs BiHAHCOBOI
HUX 3 TPOIIOBOIO CHCTEMOIO (baKTOpIB BIMBY Ha HBOTO 3 |  MipaMiaw, OTpUMAHHs!
(In51der.pro); 60Ky PYHKY; BIJICOTKIB;

KpHIITOBAIIOTA — BUA e HOBI MoOkIMBOCTI y cdepi MOXJIUBICT  (hopMyBaHHs
ugposoi Bamory, MIKpOTIIATEkKiB; HOBUX CXEM BiIMHBaHHS
S4CHOBAHMH Ha CKIANHAX | o \\oyenypicts i 3pydmicTs | TPOLICH;

OOYHCIICHHSAX ACAKO1 dynkii, 3ICHIOBATH  IUIATEXi y |® HEMOXIMBICTH  CKaCyBaHHs
AKY JIETKO MepeBipuTH 6naroiiini domm. TPACAKIIi.

3BOPOTHUMH MaTeMaTHIHUMHU
IiSIMH, B OCHOBI eMicii K01 €
MPUHIUT I0Ka3y BUKOHAHHS
pobotu «Proof-of-work»;
KPHUIITOBAJIIOTA — 3aci0
0oOMiHy, fK 1 3BUYaliH1
BaJIFOTH, aJIe TIPU3HAYCHA JUTSI
oOMiHy 1uppoBoIO
iH(pOopMaIri€ro, 0 CTaJIOo
MO>KJIMBHM 3aBJISIKU TICBHUM
MPUHIIKAIIAM KpunTorpadii
(CryptoCoins News).

*CKITaIcHO aBTOPOM Ha OCHOBI [2]

dynmpamentanbHi ocHoBH Zcash po3poouB y 2013 pomi Metpio ['pin —
KepiBHHUK Kadenpu mpukiagHoi kpumntorpadii YaiBepcutety J»xonca Xomkinca. Y
po3poOii mizHime B3suiM ydacTh kpuntorpadgu Eni ben-Caccon 3 I3painbcbkoro
TEXHOJIOTIYHOTO 1HCTUTYTY, a TaKOX TIpyna JIOCIIAHUKIB 3 MaccauyceTchKoro

TEXHOJIOT'TYHOTO 1HCTHTYTY 1 YHiBepcuteTy Tenb-Apisa [3].



B cuctemi Zcash nporpamue 3a0e3redYeHHs BUIAE PsiJl BUMAJKOBUX 3HAYCHB,
AK1 IPUMMAIOTBCS B SKOCTI BUXIJTHUX MapaMeTpiB. BoHO Takox reHepye ¢pparMeHTH
KpunrorpadiyHoro Kir4a, sKi pa3oM MOXXYTb BHUKOPHUCTOBYBAaTHCA IJIA TeHepaiii
HOBUX MoOHeT Zcash. BnacHe, Ha 1epeMoHIi 3amycKy NpOJEMOHCTPYBAIH, SIK
B1/I0YBA€THCSI CTBOPEHHS 1 MOLIMPEHHS IUX (pParMeHTiB KPUNTOrpapiyHOro KIiroya
TaK, 1110 CaM KJIFOY HIKOJIM HE BTUTIOETHCS B pEaIbHOCTI MOBHICTIO [3].

Excneptu mepexoHaHi, M0 MaTeMaTHYHO TapaHTOBaHa AaHOHIMHICTh —
rojioBHa nepesara Zcash nepen ycima IHIIMMU KPUNITOBAIIOTAMU

[lepmoueproBum 3aBHaHHAM JI TPABOOXOPOHHHUX OPTaHiB, SKi 3aMalOThCs
(GiHAHCOBMMHU 3JI0YMHAMH, € TIOBEPHCHHS HE3aKOHHO OJIEp)KaHUX aKTHBIB Ta
NEPEKPUTTS 3JIOYMHISIM JIOCTYIy 10 JOXOMIB BiJ iXHBOI 3JOYMHHOI MisITHHOCTI.
[IpoTe, sl TOBEpPHEHHS HE3aKOHHO OTPUMAaHUX aKTHUBIB iX HEOOXIIHO CIOYaTKy
posurykatu. [1in ¢piHaHCOBUM pO3LIYKOM aKTHBIB MA€THCS HA yBasl MPOIIEC, B IKOMY
CIITUMM BUSBIISAE, BIICTEKYE Ta BCTAHOBJIIOE MiICIle TepeOyBaHHs JOXOJIB Bij
3JI0YMHHOT TIsNIBHOCTI. Tpaauiliiine po3ciiayBaHHS 3 PO3IIYKY aKTHBIB Ma€ TpHU
CTpaTeriYHUX HAMPSMKH:

— BCTaHOBJICHHsI MicIisl TIepeOyBaHHS aKTUBIB;

— imeHTudikamis iX SK HE3aKOHHOI MJISJIBHOCTI, IO JacTh MOJKJIUBICTh

OTPUMATH TTOCTAHOBHU CYAY MPO iX 3aMOPOKYBaHHS Ta KOH(ICKAIIIIO;

— JoBeneHHs (DaKTiB BUMHEHHS BiANOBIIHUX 371049HHIB [4].

B nmanomy KOHTEKCTI, 3a3HaYMMO, IO JWHAMIKA 3POCTaHHS KPUITOBAIIOT
JI03BOJISIE HE TUTBKM 30epiratu Ta yOe3medyBaTd CBOI 3a0IIa/KCHHS Bil 1HQIIAIIT B
KpaiHax 13 HeCTaOUIbHOIO HAI[IOHAIBHOIO BaIIOTOIO, a i 3a0e3medye MepCreKTUBH
JUIsT TIPUMHOXKEHHS CBOTO Kamitanmy. lle chnpudwmHsie 3pocTaHHS TMOMUTY Ha
KPUNTOBAJIOTY CEpeJ YCIX BEpPCTB HACEJIECHHS, y TOMY 4YHCII CEpel XaKepis,
HAapKOTOPTOBIIIB, OPraHi3aTOPiB CXEM BiJIMUBAHHS KOIITIB Ta 1HIIMX 3JIOBMHCHUKIB,
0 y Cy4aCHHUX YMOBaX CTa€ BUKIMKOM Ta 3arpo30l0 HaIllOHATHLHUM IHTEpecaMm.
Oco0nBO HEOE3MEYHOI0 € MOMJIMBICTh BUKOPHUCTaHHS CXeM (hIHAHCYBaHHS

POCIMCHKHX AUBEPCAHTIB HA TEPUTOPIi 3a JOIMMOMOTOK0 KPHIITOBATIOTH [4].



Cepen TexHonoOrid Ta cxeM y cdepl KpUNTOBAIIOT MOIMYJSIPHOCTI HaOyBae
aHOHIMHA Bepcis — JapkHeT. TepMIHOM <«JIapKHET» MO3HA4YaroTh CYKYMNHICTh BEO-
CalTiB, BUIMMHUX IyOJIIYHO, SIKI MalOTh npuxoBaHuil IP-agpec cepsepa, Ha sKOMY
BOHU pO3MIIIYIOTbCA. Takl calTh MOXYTh BIJIBIIyBaTH BCi BEO-KOpPUCTyBaui, ajie
3'sICyBaTH, XTO € iX aBTOpPOM, AYXKE€ CKJIaaHO. Y TOH ke 4Yac, Ha MoMaiOH1 cailTu
HEMO>KJIMBO MOTPAITUTH, BUKOPUCTOBYIOUYH TOIMYJISPHi MOITYKOBI1 CHCTEMHU.

[IpakTH4HO BCi CaliTH, 10 3HAXOAATHCSA B TaK 3BAHOMY JApKHETi, IPUXOBYIOThH
CBOIO MPHUHAJIEKHICTh, BUKOPUCTOBYIOUM 1HCTPYMEHT wndpyBanHsa Tor. TexHomorisa
Tor no3Boisiie KOpUCTyBauaM 30epiraTd CBOK AaHOHIMHICT, B IHTepHETI mpu
BIZIBIIYBaHHI CalTIiB, BEJCHHI 0JIOTIB, BIAMPABICHHI MOBiqOMIICHD [5].

3a g0moMoror TexHoyorii TOr 3aINCHIOETBCS TMPUXOBYBAHHS OCOOMCTHUX
JaHUX 1 MICI pO3TallyBaHHS. Y BUNAAKy, KOJM B YIpaBIiHHI Mepexi TOor
3HAXOJUTHCS BeOCAWT, €eKT CIOCTEPITaEThCs TOM JKe, 110 1 B CUTYaIlii 3 KIHIEBUM
KopuctyBaueM. Jlns Toro, mo0 BiABLAATH CaWT B JApKHETI, SKUH BUKOPHUCTOBYE
IHCTpYMeHT mudpyBaHHs T0r, BeO-KOPUCTYBau MOBUHEH TAaKOXX BHUKOPHUCTOBYBATU
Tor.

YopHi pUHKH JapKHETY IPOJAIOTh CBOi TOBapH 1 IOCIYTd aHOHIMHHUM
KJIIEHTaM, sIKI 4acTO po3IUIadyloThest OiTkoiHamMu. OAWH 3 HAMOUIBIIMX MapKeTIiB
napkaetry — Alphabay Market. IIpogax HapKOTHKIB, CTaHOBHUTH Oau3bko 70% BCix
TOBapiB, B JApKHETI JOCTYMHI Pi3HI BUAM HAPKOTUYHUX MperapatiB. Takok MoOKHa
KYIIUTH aKayHTH B COIIMEPEkKax, NMepCOHANbHY 1H(POpPMAIIii0 1 CKaHyBaHHS MACIIOPTIB,
pi3HI JOKYMEHTH — BiJl HOMEPIB MAacOPTy A0 BOMIMCHKUX TpaB. Po3moBcromkeHnM
TOBapOM Y JIapKHETI € CKAHOBAHI1 KOIIii KPEUTHUX KaPT, K BUKOPUCTOBYIOTHCS IS
KapTUHTY — BUKPAJICHHS KOMITIB 13 X KapT. [IIMpoKoro po3moBCIOIKEHHS 3100yBa€e
napkHeT 1 B YKpaiHi, ¢ € JSCATKH CaWTiB 3 MOJJIUBICTIO aHOHIMHO MpHI0ATH
HeJIeTaibHI ToBapH [5].

Haii6inpmmmM pu3ukoM momysisipu3aliii KpUITOBATIOTH Jisi Y KPaiHH € JIETKICTh
jeraniizalii KOIITIB OTPUMAHUX 3JIOYMHHHUM MIISAXOM. BIACYTHICTH 3B'I3KYy MIXK
paxyHKaMH Yy BIPTyaJlbHUX BaJIIOTaX 1 pEAIbHUMHU JIIOJABMU B TMOEAHAHHI 3

MOXJIMBICTIO BOJIOAITH HEOOMEKEHOK KUIBKICTIO PaXyHKIB CTBOPIOE CIPHUATIUBE



CepelIOBHIIIE JJisi CTBOPEHHS HOBUX CKIAQIHUX MOJIENeH, CHOpsSMOBaHUX Ha
MIPUXOBYBAHHS HE3aKOHHOTO TTOXO/PKEHHS KOIIITIB.

Jis mpukiany po3riisiHeMO TOM (DakT, MmO Oyab-KHMI KOPHCTYBau Mepexi
OITKOTH MOX€ CTBOPUTU Oynb-iKy KUIBKICTb aapec 0e3 imeHtudikauii. Tpanzaxuii
MDK JBOMa aJpecaMu, OOUBA 3 IKUX KOHTPOJIOIOTHCS OJAHOIO 1 TOO XK JIFOJAUHOIO, HE
BIIPIBHSIOTHCA BiJ omeparliid, B sSIKUX Pi3HI JIOJU KOHTPOJIIOKOTH 11 ajapecu. Takum
YHHOM, TCOPETUYHO 3JIOBMHUCHUKH MOXYTh mpoBecTH, Hanpukian, 100 000 Bitcoin-
TpaH3aKIIi MDK ajpecamu, SKI HUMH >K 1 KOHTPOJIOIOTHCA, TEpes THUM, SK
nepeTBOpUTH OITKOIH B 1HIIY (opmy. BilHOBIEHHS Takoro JaHLOra oreparii,
0COOJIMBO SIKILIO 1I€ pOOUTHCS BPYUHY, 3aifHsI0 O, sIK MIHIMYM, JyKe Oarato yacy,
SIKOM B3araji BUSBHIIOCS MOXITMBUM. Takuil pUiiOM MOXe OYTH YaCTUHOIO CKJIATHOT
CXeMH TO BIJIMUBAHHIO TPOIIEH 3 BUKOPUCTAHHSAM JIEKUIBKOX 0Ci0, BIpTyaJIbHHX
BaOT. Tak camMo, SK 1 TEpBHHHA TOPTIBIA BIPTyaJIbHUMH BaJllOTAMH, SKa
BiIOyBa€eTbesl 3 aaMiHicTparopamMu abo OipkaMu BIpTyaJbHMX BaJllOT, BTOPHUHHA
TOPTiBJS BIPTYaJbHUMHU BaJIOTaMU, SIK, HANpPUKIAJ, MPU BUKOPUCTaHHI [HTEpHET-
ayKIiOHIB a00 IHIIMX TOPrOBUX MaWJaHUYMKIB, TaKOX CTBOPIOE CIPHUSATIUBI
MOMJIMBOCTI JiJIsi 30UTBIICHHS CKJIATHOCTI TPOBEICHHS PO3CIITYyBaHHS TpaH3aKIIIH
[6].

VY BUMNAJAKY 3 HEHTPATI30BaHUMU BipTYaTbHUMHU BATIOTAMU aJIMIHICTPATOp Mae
MO>KJIMBICTh BBECTH OOMEKEHHSI 11010 MAaKCUMaJbHOI cyMH omepallid. OgHak, Taki
3axX0/d, SK TPABWIO, CIPSMOBaHI Ha MOMEPEKEHHS MOTEHIIITHOTO IaxpancTaa
BCEpPEANHI CHUCTEMHU. AHAJIOTIYHUM YWHOM OIipKi BIPTyadbHUX BaJlOT MOXYTh
BCTAHOBIIFOBAaTH OOMEKECHHS IIOJO0 CYMHU JJII HOBHUX paxyHKiB. bynb-ski cymm 0e3
oOMexxeHb a00 KOHTPOJIIO MOXYTh OyTH TepeBe/ieHI 3a  JIOMOMOTOIO
JEIEHTPAII30BaHNX BIPTyaTbHUX BATIOT. Y BHIAJKY 3 OITKOIH Cyma yroaw HisK HE
BIUTMBA€E Ha aJlTOPUTM MPOBEJCHHS TpaH3akiii. Jlo Tux mip, moku BiacHuk Bitcoin-
aJpecu MOXKe MIATBEPAWTH CBOi MpaBa BJIACHOCTI HA MEBHY KUIBKICTh OITKOTH, BIiH
Ma€e MOXIIMBICTh IEpPEBECTH Ha oAuH abo Kimbka Bitcoin-agpec, He3aaekHO Bif

KUIBKOCTI ITepeJaHnuX OITKOTH.



AHOHIMHICTb, B€JIMKa KUIBKICTh MICIlb, B SIKUX NpUHAMaeThCs oOIUIaTa 3a
JIOTIOMOT0I0 HOBUX CIOCOOIB TUIATEXK1B, MOXKIIUBICTh 3/I1MCHEHHS PI3HUX OMepalii, a
TAKOX MOXJIMBICTh 3HSTTSA TOTIBKM 4Yepe3 OaHKOMaTH € OJHUMHU 3 TOJOBHHUX
YUHHUKIB, 110 NIABUUIYIOTh NPUBAOJMBICTE HOBUX CHOCO0IB IJIATEXIB IS
3JIOYMHHUX €JIEMEHTIB, SIK1 3aiMalOThCs BIJIMUBAHHSAM rpolueid. AHOHIMHICTb MOXKe
Oyt 3a0e3nedeHa LUIIXOM BHUKOPUCTaHHS aHOHIMHUX NpoaykTiB. Kpim ToOro,
AQHOHIMHICT, MOXE€ OyTH JOCSATHYTa 3a JIOIOMOTOK HE3aKOHHOT'O BHUKOPHCTAHHS
NEePCOHANBHUX MPOYKTIB 1 0COOUCTUX JTaHUX (TOOTO MIJISIXOM BiIXOAY BiJ MEPEBIPKHU
0COOHUCTOCTI 3a JAOMOMOI0I0 MiIpo0JieHNX ab0 BKpaJeHUX MOCBITYEHb 0coOU abo 3a
paxyHOK BUKOPUCTaHHS (piKTUBHUX a00 mijcTaBHUX 0Ci0, 1 T.1 .) [3].

AnminicTpaTopu 1 OipkKl BIPTYyaJIbHUX BallIOT PETYJIIOIOTHCS JIUIIE B ACSKHUX
topucaukiiax. I[lporamuau y cdepi KOHTposro 3 OOKYy JEpKABHOTO PETyJsTOpa
aJMIHICTPATOPIB 1 O1p>K BIPTYyalbHUX BAIIOT — 1€ KIIOYOBUN (AKTOP PUBHKY SIK AJIS
00CIIyTOBYIOUMX JaHUM Oi3HEC (pIHAHCOBUX YCTAHOB, TaK 1 JJIA FOPUCAMKIIINA TTOPST 3
BIJICYTHICTIO @00 HEJOCTATHIM PEKMMOM CaHKITIH.

Onnier0 3 TPYAHOIIIB B 4YaCTUHI JIIEH3YBaHHS Ta HarIsaay € Te, IO
IOPUCIIUKITISA PeecTpallii 1 IOPUCIUKINIS, JIe 3IHCHIOETHCS OCHOBHA JISNIBHICTH, HE
30iraroThcs, Oipxka abo aJMIHICTpaTOp MOXKEe OYyTH 3apeecTpOBAHHMM SK KOMIIAHIS
MDKHapOHOTO O013Hecy (odmIop) 1 mpu 1IbOMY BUKOPUCTOBYBATH OAHKIBCHKI paXyHKH
B IHIUX KpaiHaxX. Y [JesKuX BHUIAJKaX MPOOJIEMOI0 MOXKE CTaTH BIJICYTHICTb
CHEIIAIbHOTO 3aKOHO/JABCTBA I MOCTAYabHUKIB (DiHAHCOBHX TOCHYT. BinbmricTh
omepamid 3 BIPTyaJbHUMH BJIIOTAaMH MPHUIYCKAIOTh MiHIMAIbHUN abo He
nepen0avaroTh B3arajii KOHTAKT KIIEHTIB 1 aMiHICTpaTopa.

[Ticns 3acTepekers 3 60Ky ['pynu 3 mpoTuaii Jeramizaiiii 3I0YMHHUX JTOXOI1B
ta ¢inancyBanHo Ttepopusmy (FATF) Oymu omyOnikoBaHi JOKYMEHTH, IO
CTOCYBaJMCSl 3arpo3, IOB’S3aHUX 3 IM(QPOBOIO BaOTOI, 3 TOYKHA 30py il
BUKOPUCTaHHS I (DiHAHCYBaHHS 37MO0YMHHOI JismmbHOCTI. B kBitHi 2012 p.
®enepanbHe Owpo poscaigyBadb CIIA onpuirogHWIO pe3ynabTaTH  OIIHKU
onepatuBHOI 1H(OpMalii mijJ 3arojioBkoM «BipTyasibHa BajgtoTa OITKOIH: YHIKalbH1

XapaKTEPUCTUKU CTBOPIOIOTh HOBI BUKIMKKA JJIsI CTPUMYBAHHS HE3aKOHHOI



TisiTbHOCTDY. OCHOBHI T€3U JOKYMEHTY MOJISITAIA B TOCHIIKEHH1 (DeHOMEHY OITKOTH
Ta CKJIAIHOIIAM BHUABJICHHS MIA03pLIOI  JISVIBHOCTI, BCTAHOBIIOBAaTH 0OCOOU
KOPUCTYBaYiB Ta OTPUMYBATH JOKYMEHTH PO TpaHcakiii [3].

3704YMHHI OpraHi3amli BX€ BUKOPUCTOBYBIM LU(PPOBY BaIIOTy IS
PEe3yIbTAaTUBHOTO BIJIMHUBAHHSI JTOXOJIIB BiJl CBOET 3T0YMHHOT A1sUTbHOCTI. [TokazoBum
MPUKIAJAOM OyB KOCTa-pHKAHCHKHI TIepeKa3yBad BHILIAT IIiJ] HA3BOIO «pPE3epB
cBoOou». BiH cBimomMo mnpuiiMaB Mif03puIl JAEMO3UTH, KOHBEPTYBaB iX y CBOIO
BJIacHy 1HM(POBY BaMOTYy (Jg0JIapu «pe3epBy CBOOOJW»), TMICIS YOr0 3HOBY
3M1MCHIOBAaB KOHBEPTAI[II0 B YUCTY BAJIOTY MICJS MPOLEAYpPH MO30aBICHHS KOIITIB
OyIb-SIKMX O3HAK MICI IXHBOI'O MOXO/KEHHS. JISIBHICTH 3 BIAMHBAHHS TpOILIEH
IPOBOJIUIIACH LIUJIKOM aHOHIMHO. [IpoTe, ciy»0010 (hiHAaHCOBUX PO3CIiyBaHb JaHa
cxemMa Oysia BHSBIICHA, IIPOTE OOCAT TMPOBEJICHOI orepallii 3 BiIMHBAHHS TPOIICH
csarHyB 0sm3bko 6 mupa. goa. CHIA [3].

OgHuM 13 METONIB € BHUKOPUCTAaHHS BJIACTUBOCTEW TpAHCAKIN IS
BCTaHOBJICHHS 3B’s13KiB. [IpoTOKOI OG1TKOIH Mepekasye cyMu Bijl OJJHOTO KOPUCTyBaya
710 1HIIOTO, HEe TepecyBarouM (akTUdHI «MoHeTu». Ocoba Mae y BIACHOCTI OITKOIH,
skio B Blockchain e tpancaxkiiisi, 3a K010 Tpolii BiAIpaBiasiOThCS HA aapecy, SKY s
oco0a KOHTPOJIFOE, MAlOYU aCOIIHOBaHMM MPUBATHUN KIIOY. SIKIO MOIWBHUTHCS Ha
tpancakmiro B Blockchain, B wiii OyayTe mokaszai ii BXigHi gaHi (OXOIKEHHS
BiJINIpaBiIieHNX OITKOiHIB), 1i BapTiCTh, MiTKa 4acy (110 pa3 1 Ha3aBXJIH TOCBITUYE
MOMEHT 3JIMCHEHHSI TpaHCaKIlii), a TakoX il BUXIAHI NMaHl (aapeca MpU3HAYCHHS,
BiZIITpaBICHUX OITKOTHIB).

HactynHuMm pgi€eBUM METOJIOM pO3CIINYBaHHS € BUKOPHUCTAHHS OOMIHHHUX
HEHTPIB U1 30upanHHs iHPpopMaIIii.

B Munynomy oOMiHHI CTPYKTYpH TIPAIfOBAIX B CIOCIO, 110 OyB mMpUTaMaHHUH
JTUKOMY 3axX0ay, Maibke abo W 30BCIM He Marouu Oyab-sSKux 3000B’s3aHb, MPOTE
TENEepP Bil HUX BUMAraeTbCs peatizallis KOHTPOJbHUX 3aX0J[IB «3Hail CBOTO KIIIEHTA
(KYC), a B OaraThox KpaiHax — Ie W peecTparlis K CTPYKTYp, IO 3aiMaroThCs
MEepPeKa3oM TPOIICH. 3a HASBHOCTI TAaKMX BUMOT MOXHA IPUITYCKATH, MO IEHTPH

oOMIHY 1u(dpOBOi BaIOTHU MOXYTh CTaTH KOPUCHUMU MapTHEpaMu B



PO3CITIIyBaHHAX, IO MPOBOIATH IMPABOOXOPOHHI OPraHd. 3 IXHBOI JOMOMOTOIO
CHIIYl Ta MPOKYPOPH MOXKYTh OTPUMYBATH AOCTYH 10 OUIbLIOro o0csAry iHdopmaii
PO CTOPOHH, 1110 3IHCHIOIOTh MEPEKa3M, aHK TUIbKH MAaTH 1XHI aJJpeCH, HAPUKIIA:
— KOHTakTHa iH(opMailis: iM’g Ta Tpi3BUIIE, JaTa HAPOJKEHHS, ajapeca,
TeneoH, aapeca eJIeKTPOHHOT MOIITH, KOMis JOKYMEHTY, 10 MOCBIIUYE
oco0y, abo macmnopry;
— iH(opMallisi KOpUCTyBaya: iCTOpis 3aMIIKIB Ha paxyHKy, login (Micre,
yac Ta IP-agpeca);
— (QinaHcoBa iHpopMallis: HOMepu 0aHKIBCHKOTO PaxXyHKY a00 KpEIUTHUX
KapTOK, 110 BUKOPHCTOBYBAJIUCS JIJISl TIOTIOBHCHHS PaXxyHKY a0o0 3HATTS
KomTiB [4].

Ha cBoiif cropiHni «yroga 3 KOpUCTyBaduem» OOMIHHI ILEHTPH OITKOIH
sraayroTh mpo npaBwia KYC, SkuX BOHHM JOTPUMYIOTHCSA, Ta TOBIIOMIISIOTH
KOPHUCTYBauiB MPO T€, IO Bil HUX MOXE BHUMAaraTUCS PO3KPUTTS BIIOMOCTEH PO
iXHIX KJII€HTIB, a TaKOX «BiAMOBa B 3/IHCHEHHI a00 cKacyBaHHS OYIb-IKOi
He3aBepIIeHo1 TpaHcakilii 3 OITKOiHaMH Yy BIAMOBITHOCTI JO BUMOT 3aKOHY abo 3a
CyJIOBOIO IIOCTAHOBOK), Haka3oM a0o0 3a IHIIUM OOOB’SI3KOBUM VIS BHKOHAHHS
JCpKaBHUM JTOKYMEHTOM [6].

VY kgitHi 2014 p. bazenbChkuil IHCTUTYT yIPaBIiHHS OpraHi3yBaB MPaKTUYHUN
ceMiHap «BigMHUBaHHS TpoIIeH dYepe3 BIPTyalbHY BAIIOTY: HOBHH BHUKIIHKY,
YY4aCHHKaMHU SIKOTO CTalld TPEJICTABHUKU OaHKIBCHKOTO CEKTOPY 3 KUIBKOX KpaiH
Opanmu ydacth B posciigyBanHi «llloBkoBoro nuisaxy». Ha ceminapi ocHOBHa yBara
Oyna mpuaLIeHa BIAMOBIISAM Ha JBa OCHOBHUX 3alMTaHHSA, 10 SKHAX IIPUBEIIO
3a3HAYCHE PO3CIITyBaHHS: SIK PO3IIYKAaTH MOKa3HW, 1 SKUM YHHOM TMPAIOBaTH 13
3aKOJJOBaHUMH Jl0Ka3amu [4].

MixHapoHe CIiBpOOITHUIITBO y cdepi 3amodiranas 3T09MHAM TI0B’ I3aHUMH 3
BUKOPUCTAaHHSM KPUNITOBAIIOT Ma€ MPUHIUIOBE 3HAYCHHS B PO3CIITyBAaHHSX, IO
OXOIUTIOE JIeKUIbKA IOPUCIUKIIINA, 3aBASIKU 4YOMY BiIOyBa€ThCsi BYACHUU OOMIH
onepatuBHOIO iHPopMailiero. BinTak, opraH, 10 3BEpTAETHCS 13 3aMUTOM, OTPUMYE

MO>KJIUBICTD AO0CTYIIYy OO0 KOHKPCTHHX 3aKOHOAABUMX BHMOT Kpa'l'HI/I, o OTpUMYE



Takui 3anuT. Y 1[bOMY BIJHOIIEHHI JUIsi OTPUMAHHS CYJIOBUX pIlIEHb IIPO
3aMOpOKYBaHHS AaKTUBIB Ta apelIT JAaHUX MOX€ OyTH KOPHUCHOIO KOHBEHIIS paau
€Bpornu npo Ki0ep3I0YUHHICTb.

Oco0OnuBoi yBaru cii OPUAUIATH CrnocoOy 30epiraHHs TakuMX MaTepialliB
3TiIHO 3 BUMOTAaMH €KCIEPTU3H AJIA TOTO, 00 BOHW HE BTPATHJIA CBOIO JOKAa30BY
Bary Ta He JaTU MPHUBOAIB IS 3aKUJIB IIOAO iX MiAPOOKM abo HI0JI0 HE3aKOHHOIO
HOPSAKY 1X OTPUMAaHHSA, 0 MOXKE 3aIIKOANTH MTPOBAHKCHHIO B CIIPaBI.

BucHoBku. IlincymoByrouM BHKIAJEHUW MaTepial MOKHA 3pOOMTH Taki
BUCHOBKH 1 y3arajabHEHHS:

[To-nepiie, B pe3ynabTari AUCOATAHCIB Ta aCUMETPUYHOCTI TPOIIOBHX IOTOKIB
BHACITIIOK NIEPMAHEHTHUX (PIHAHCOBHUX KPW3 BUHHKIIA TIOTpeOa CTBOPEHHSI HOBUX BAJTIOT,
AK1 O BUPIZHSUIUCS ACUEHTPATI3ALIIEI0 T CAMOCTIHHICTIO.

[To-npyre, aprymeHTOBaHO IOBeACHO, 10 BuBYeHHIO (herHomeny Blockchain
TOIUTPHO TPUIAUIATH BCEOIYHY yBary, OCKUIBKM II€ JacTh 3MOTY 3arooiraTu
3JIOYMHHUM TEXHOJIOT1SIM 1 CXeMaM IOB’S3aHUX 3 BUKOPUCTAHHAM LU(POBUX BAITIOT.
B naHomy xoHTEKCTI 0COONMMBY yBary BapToO MPUAUIATH HaBYAHHIO Ta MiJBUILIEHHIO
kBaridikaiii ¢axiBiiiB, ACPKCIYKOOBI[IB Ta NMPABOOXOPOHHUX OpraHiB Ha OCHOBI
CHIBIpaIli 3 ypsAaMy IHIIUX KpaiH Ta MIKHAPOIHOI MPABOBO1 JOIIOMOTH.

[To-TpeTe, 3milicHeHHs 3axoJiB 3abe3reueHHs (IHAHCOBUX PO3CIiAyBaHb
NOB’SI3aHUX 13 TONIYKOM Ta BHUSBIEHHAM 3J0YMHHUX CXeM 30aradeHHs Ta
pPO3IIYKaHUX AaKTHBIB BHUMAarae ix HEOOXimHOro 30epexeHHs. Y MIDKHApOIHIN
MPAKTHUIll 3aCTOCOBYIOTh BapiaHT OOMIHY BHJIy4eHHUX OITKOiHIB Ha 3BHYAlHY BATIOTY

4yepe3 BOJATUIIBHICTh Ta MOTEHIIIHE 3HEI[IHIOBAaHHS BUITyUYE€HUX aKTHBIB.
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