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I. Formulation of the problem
Exhaustive of all possible scheme variations, that will work on quantum phenomena provides an
optimal solution, but has exponential complexity and require too much time [1]. Therefore, the development
of methods for the synthesis of return schemes that would provide quasi-optimal result at polynomial
computational complexity is urgent and important task of the scientific and practical points of view.

II. The purpose of the work
The purpose of research is the development and implementation of a software algorithm for hashing s3
rounded functions on cellular automata and research their scattering properties.

I11. Hash Algorithm SHA-3 standard

According to the definition of the properties of mixing, which is characteristic for hash function, at
any hash value argument not differ from computing point of view of the line bits, what are evenly distributed
in the function, that belongs to the general population for evenly distributed numbers. In this we obtain a
powerful feature called Random Oracle, which has three properties: it is a deterministic, efficient and ensures
evenly distribution of the resulting values. This function considered hypothetical because each known
computing models are powerful [2].

According to [3] random oracle — is an abstract black box, which has infinite memory and runs the
following algorithm:
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Figure 1- Random Oracle
- Gets the input line and verifies that worked with him before.
- If not, generating true random number and stores a couple of line - number.

If so, issues previously stored number for that line.

This design is similar to the hash function, with the difference that the connection between the hashed
line and the result can not be calculated. [1].

Random oracle, according to [1], — is idealized function that describs the machine with virtually
infinite storage capacity that for any request can issue a perfectly random number and remember a couple of
"challenge-response”. If the same request is repeated once, the answer will not be generated again, as
evidenced from a saved list. If permutation f, which underlies the design sponge, ideal, then hash function
not differ from a random oracle, and therefore any possible attacks will not work.

These theoretical results based on one of the irrefutable evidence of similarity to a random oracle in
the SHA-3 competition, provide new opportunities for the practical use of a simple hash function Keccak as
virtually universal cryptoprimitive [2].

Conclusion
As a result of research work using C++ developer tools was created cryptographic sponge-based
cellular automata and researched the possibility of using cellular automata in cryptographic hash functions.
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MMPOEKTYBAHHS CUCTEMM BUABJEHHS ITIPOCOYYBAHHS IHOOPMAIIIL B
IHHEPEJAHOMY IIOTOLI JAHUX

Boxko H.B.Y, Mopryn }0.A.?
Koneda Muxonaiscokoco nayionanvsnozo yrieepcumemy imeri B.O.Cyxomauncovkozo
Y suxnaoau; ? cmyoenm

I. ITocTanoBka npodaemMu

KomepmiifHuii iHTEpec Ha CHOTOMIHI € METOI0 HEeCaHKIIOHOBaHOTO 300py iH(popmamii. Ha xame B
HAaIi{ KpaiHi Ha TerepiliHii MOMEHT He JOCUTh HaJIS)KHUH piBeHb iHPOpMaIiitHOT Oe3MeKr KOPIOPaTUBHUX
Mepek. DakTUYHUN Ta MOTCHIIWHO MOMJIMBHN MarepiajibHUM 30MTOK KOMITaHIA JIOCHTh BHCOKUN BiJl
MIPUXOBAHOTO MPOCOYYBaHHS iH(pOpMaIIii.

CuctemMn 0e3MeKH B OCHOBHOMY IOBHHHI OOMEXYBaTH JOIYCK KOPHCTYBadiB 10 iH(pOpMaLiiHUX
pecypciB, BU3HAUaTH iX MOBHOBAaYKCHHS, BMITH pO3IMi3HABATH HECAHKI[IOHOBaHI BTOPTHEHHS B MEPEKEBY
iH(pacTPYKTYpy, MPOTHO3YBATH aBapiiiHi CHTYaIlii Ta yCyBaTH iX HACTIAKH YaCTKOBOI BTPAaTH 200 TPHUBAIOTO
OIIOKYBaHHS PECYpCiB.

Hns toro mo0 BaxkiuBa iHpOpMalis HaaidHO Oyna 3axWIIeHa, BKpai HeoOXimHo 3abesnednTH il
LITICHICTD JaHUX Ta KOH(1ACHIIHHICTb.

II. MeTa po6otu
MeToto AOCIiKEHHS € TIPOSKTYBaHHS CUCTEMH BHSBIICHHS MTPOCOYYBaHHs iH(opMallii B mepejaHoMy
MOTOII JAHWX Y BUIJISAI MPOTPaMHOTO MOJYJS BUSIBICHHS TEKCTOBHX oOnactedl B rpadiuHux Qaimax ams
BUPIIICHHS 3aB/[aHb 3a00iranHs MpOoCcoYyBaHHS KOH]IIEHIIITHOI iH(popMarii.

I11. Po3po6ka Ta BUKOPUCTAHHA CUCTEMH

Ha migcrasi Buiecka3anoro, 0yjo MPHUHHATE PIICHHS CTBOPUTHU MPOTPAMHHUN MOJIyJb, SIKHH MaB Ou
MOKJIMBICTh BHSIBICHHA B rpadidaux Qaiiigax mnepenauyy TEKCTOBHX oOsacTedd. 3a JONOMOTOI0 JaHOTO
MOJYJIsl CTaHE MOXIJIMBUM IOJIIMIIEHHS KOMIUIEKCHOT'O 3aXHCTy aBTOMAaTH30BAaHOI KOPIIOPAaTHBHOI CUCTEMH,
il inopMmamniiiHOi Oe3nekn Ta 3ano0iraHHs HECAaHKIIOHOBAHOTO MOIIUPEHHsI KOH(iIeH i oI iHdopMarii B
rpagiyHux Qaiinax.

®ynk1ii po3pobiaeHoro MoAyiIs: aHani3 rpadivyHux ¢aimiB, BHUSBICHHS TEKCTOBHX O0JIaCcTed, sIKi
BIJITIOBIZIAIOTh 33JJaHUM KPHUTEPisiM; BHBIJ 3BiTy MPO HOCHI/DKeHi rpadiuHi (aiinu; BUALICHHS MOTEHIIIHHO
«HEOE3MEeYHNX» 300paKEHb.

[lincucremMa BUBOAMTD 3BIT MO JAOCHTIKeHHS rpadiqHux (aiiiiB, pe3yabTaTd JOCTIHKEHHS 3aJIeKaTh
BiJl 3a/1aHUX KpUTEPIiB.

[IporpamHuuii MOY/b 3HAXOUTH TEKCTOBI 00JIACTi B rpadivHuX (aiiiax, sKi MOXYTh MICTUTH B CO0I
KOH(IIeHIIIHY iHhOpPMAIi0 Ta MOBIAOMIISIE PO HUX IS MOAAIBIIOTO iX JOCHTIHKCHHS 1HITUMU MOJTYJIIMHU
CHCTEMH 3aXHCTY.

[epeBaroro naHOro MOJYINS € MIBHIKE 3HAXOJPKEHHS HEOOXIHUX TeKCcTOoBUX obnacteil. e mo3Bosse
MepelaBaTH Ha MOJANbIIE JOCIDKEHHS CHUCTEMH 3aXHUCTy I pO3Mi3HaBaHHS oOpa3iB Ha mpeaMer
HasBHOCTI KoH(iAeHUiHOT iHpopManii TiNbKK Ti Gailny, B IKUX MICTITBCS J03BOJIEH] TeKCTOBI obmnacTi. Lle
JIOTIOMArae MPUIIBHIIIMTA 00p0o0IIeHHs TpadiuHol iHpOopMallil, 10/1a€ BIACTUBICTh KOMIIEKCHOCTI B I[LIIOMY
BCI€T CUCTEMHU.

B ocHOBY po3poOKH ONOK-CXeMH ITOPUTMY POOOTH CHUCTEMH B3STi ICHYIOUI aJlTOPUTMH BHSBICHHS
TEKCTOBUX oOnacTei, a came anroput™ «llIBuxke 1 edpexkTHBHE TEKCTOBE BUSBICHH: (pHC.1).

ACIT’2017, TepHoninw, 19-20 mpasHus 2017 197



